How to Import Certificates for IDWedgePro WCF Https using IE11 or
Chrome

These two certificates below are found in the deploy folder: C:\TokenWorks\IDWedgePro

CA.pem and server.pfx

In IE11/Chrom import the CA.pem into the Trusted Root Authorities and install server.pfx into the
personal store

CA.pem into the Trusted Root Authorities

Internet Options->Content->Certificates->Trusted Root Authorities

Hit the import button:

Certificates >

Intended purpose: <All> ~

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ * | *

Issued To Issued By Expiratio...  Friendly Name 2
o tificate Services  12§31/2028 COMODO CA

@AC Raiz Certicdmar... AC Raiz CerticAmara ...  4/2/2030 AC Raiz Certica...

@AC RAIZ DNIE AC RAIZ DNIE 2/8/2036 DIRECCION GEM...

@AC RAIZ FNMT-RCM  AC RAIZ FMMT-RCM 12/31/202% AC RAIZ FNMT-...

@ACEDICOM Root ACEDICOM Root 4132028 EDICOM

Slace ACNLE 5/15/2023  NLB Mova Ljublia...

5] Actalis Authenticati... Actalis Authentication...  §/25/2022  Actalis Authentic...
5 addTrust External ... AddTrust External CA... 5/30/2020  The USERTrust ...
[5) AdminCA-CD-TO1 AdminCA-CD-TO1 1/25/2016  BIT AdminCA-CD..., W

Import... Export... Remove Advanced

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security
user




& L¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

| E Browse... i

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

Hit browse and find CA.pem in IDWedgePro folder:

& Open x

e <« Tokenworks » |DWedgePro » v D Search IDWedgePro R

Organize v New folder i | o
2 Mame Date modified Type 5

# Quick access
1DBarcodes 11/7/2014 4:17 PM File folde
I Desktop o+ B

Backup 9/14/2017 318 PM File folde

_" fomnleny. 2 BarcodeDriversLicense T1/7/2014417PM  File folde

| Documents CreditCards File folde

[&] Pictures -‘f MagneticCards 11772014 417 PM  Filefolde

AgeVisorAdmint MagneticDriverslicense 11/7/2014 417 PM File folde

IDWedgePro Scannedlmages 3/2/201810:21 AM  File folde

R UPDSHLSCR 11/7/2014 420 PM  File folde

elease .

ot || cApem 3/2T/2018:51PM  PEMFile

@ CDM21216_Setup.exe 4/21/2016 3:40 PM  Applicati

dii OneDrive El cpfw_com.dll 11/15/2017 310 AM - Applicati
S 2] epfw_hidpos.dil 11152017 810 AM - Applicati v

= (VIR ¢ >

File name: | CA.pem w| | AN Files () v

(o

CA.pem is found in C:\TokenWorks\IDWedgePro



€ &¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

Eile name:
C:\Tokenworks\IDWedgePro\CA.pem

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Seriglized Certificate Store ((S5T)

Mesxt Cancel

Click Next

& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

the certificate,

() Automatically select the certificate store based on the type of certificate

(® Place all certificates in the following store:

Certificate store:
| Trusted Root Certification Authorities Browse...

Windows can automatically select a certificate store, or you can specify a location for

Install CA.pem into Trusted Root Certification Authorities



& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

(=il v = m = MO8 Trusted Root Certification Authorities

Content Certificate

File Mame C:\Tokenworks\IDWedgePro\CA.pem
Click Finish

Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

localhost

Windows cannot validate that the certificate is actually from
“localhost”, You should confirm its origin by contacting
“localhost”, The following number will assist you in this
process:

Thumbprint (shal): 4ECDEFCS 6037AFE2 SC556014 4BDB2380
04F22F29

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

Yes | E gn i




Click Yes to install the certificate

Certificate Import Wizard *

o The import was successful.

Certificates *

Intended purpose: <All= ~

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ 4 | *

Issued To Issued By Expiratio...  Friendly Mame &
@KEYNECTIS ROOT CA  KEYMNECTIS ROOT CA 5/25/2020 KEYMECTSIS RO...
@IGSA RootCA 1 KISA RootCA 1 8/24/2025 KISA RootCA 1

E¥localhost localhost 3/242028  <None>

@Microsec e-57igno ...  Microsec e-Szigno Ro...  4/6/2017 MicroSec e-5zign...
@Microsec e-57igno ...  Microsec e-Szigno Ro... 12302029  MicroSec e-Szign...
@Mia’oso& Authentic... Microsoft Authenticod...  12/31/1999 Microsoft Authe...
@Mia’oso& Root Aut... Microsoft Root Authority  12/31/2020 Microsoft Root A...
@Mia’oso& Root Cert... Microsoft Root Certifi...  5/9/2021 Microsoft Root C...
@Mia’oso& Root Cert... Microsoft Root Certifi...  6/23/2035  MicrosoftRoot C... ¥

Import... Export... Remove Advanced

Certificate intended purposes

<All=
View

Close

Verify there is a local host in the Trusted Root

Install server.pfx into the personal store

Go to the Personal tab on the Certificate store, click import, locate the file server.pfx in the IDWedgePro
directory, use the password: test



Certificates *

Intended purpose: <All= w

Personal Other People  Intermediate Certification Authorities  Trusted Root Certification) * | *

Izsued To Izsued By Expiratio...  Friendly Mame

Impart... Export... Remave Advanced

Certificate intended purposes

View

Close

Click Import

€ ¥ Certificate Import Wizard

File to Import
Spedfy the file you want to import.

Eile name:
Ci\Tokenworks \IDWWedgePro'\server, pfx | E Browse... i

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7B)

Microsoft Serialized Certificate Store ((55T)

MNext Cancel

Click Browse and locate the Server.pfx in C:\TokenWorks\IDWedgePro



&~

£# Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.,

Type the password for the private key.

Password:

| test

=}

Import options:

[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security{Mon-exportable)

Indude all extended properties,

Cancel

Use password: test




& L Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store:

Certificate store:

| Personal Browse...

Click Next to install into Personal Store



€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

Certificate Store Selected by User R
Content PFX
File Mame C:\Tokenworks\IDWedgePro\server.pfx
Click Finish
Certificate Import Wizard x

o The import was successful,




Certificates >

Intended purpose: <All= e |

Personal Other People  Intermediate Certification Authorities  Trusted Root Cerﬁﬁmﬁurm

Issued To Issued By Expiratio...  Friendly Name

localhost 3/24/2028 <MNong

Impart... || Export... || Eemove Advanced

Certificate intended purposes

zAll=

1=
m
E E I

Verify a 2™ local host in the personal store

End of document



