6/22/2026

How to Import certificates into Chrome for IDWedgePro in WCF

Application: IDWedgePro v2.4.7.0

Feature: WCF with image capture and face capture

Browser: Chrome - Brave variant

Test URL: https://idwedge.azurewebsites.net/DemolmageHttpS.aspx
Disclaimer: as of the generation of this document this server appears as unsafe
use only test data, do not use personal IDs

Test Description: Set up IDWedgePro to send ID text and images to Test URL

With IDWedgePro running in Admin mode, and an M280 scanner connected to PC
Make the following configuration settings:

M Configuration x
Data Flow Text Flow Images Advanced Tray Behavior Security

Please select at least one
Enable WCF Service

] Enable Keyboard Service
O Save ID Datato File  ?

Use Https for WCF

Must Restart App for new settings to take Effect

Save Cancel




M Configuration

Data Flow Tent Fow {mases | Advanced Tray Behavior Secuy
[1 Copy Scanned Image to Clipboard

] Save Scanned Image to Drive

Copy ID Portrait Image to Clipboard

Save |ID Portrait Image (see example names below)
Image File Location: Extension

|C:‘LTokenworks‘;lDWedgePro\ScannedIm| Browse lpe-g ~

Photo Naming Formats:
® |astName+FirstName +Time Stamp

Image: SmithJohn_06122015_145015

Face: SmithJohn_06122015_145015_Face
O 1D Number+Time Stamp
§_06122019_145019

122015_145019

(=1
&

O 1D Number (Overwrites image with sample |D number)
Image: 0123456789
Face: 0123456785_Face

O Single Photo Mode - Overwrites previously photo
Single Photo File Mame (With Extension)

Must Restart App for new settings fo take Effect

Save Cancel




M8 Configuration had

Data Flow Test Flow  Images

Write Log Data to Flat File for use outside of

o IDWedge Pro (ex: Dazzle Pawn software)

Enable Diagnostic Log File
O Log All Scans @ Log Only Failed Scans
Keep Log Entries: 50 ~

Must Restart App for new settings to take Effect

Save Cancel

Note: A failed scan is an ID card that IDWedgePro can not parse correctly, it is suggested that
ID cards that fail to parse are not used for the subject of this procedure.



M Configuration pad

1 Send App to Tray on Launch or Minimize
] Hide Tips on Start
Suppress User Messages

Must Restart App for new settings to take Effect

Save Cancel

After making the settings changes, and Leaving all other settings at default,
Close the app and restart running under Admin mode.



click the Scanner Status button in the web browser:

@ b

< Com M © Notserure  idwedge.asurewsbsites.net/DemalmageHE RS aspx
G Signin -t [ tenpsart thers  [7] MyBookmarks @3 QLM Self Help [l Sync Portal-Web @8 Voice Mad Vonage @ localhesti3%) @ Zono Suppont

SNE 2801057346 Model Number M2ED

Serial Info Connected USB Info Connected

Software Version 2470

Title

First Mid Last

Address

City

State Zip

Counntry

DOB Exp

Ht Wt Sex Hair

Eve Class Restrict Endors

DobMMDD DobYear

#ID Rank

C-Card First C-Card Last

Account Num C-Card Expire

1D BarCode Tssuance Date

Scanner SN Scanner Model

Software Version

Serial Status USB Status

| Clear Data

| Request Image |

Scanner Status |

Pictare -

The top of the form should display the serial number of the M280 and should display the
software version of 2.4.7.0

IF YOU DO NOT SEE THESE RESULTS YOU MAY HAVE TO MANUALLY IMPORT
CERTIFICATES:



To Manually import certificates:

In the browser go to settings (click on the 3 bars in the upper right corner and select settings)
Then in the left column click on Privacy and Security

¢ > Cm [l @ Brave bravey//settings/privacy @

oo & Signin - Google Ac.. [ Imported [ others [] MyBookmarks @) QLM Self Help Sync Portal-Web @ Voice Mail Vonage @ localhost8390 @ Zoho Support [ Overview — Bitbuck.. (@) ¥

@ Settings Q| search settings
-
g§' Get started
Privacy and security
> Appearance
— Delete browsing data
>

Content m Delete history, cookies, cache, and mare
@ Shields

[E‘ Security N

| @ Privacy and security Safe Browsing (protection from dangerous sites) and other security settings
@ Web3 = Site and Shields Settings ] N
Controls what information sites can use and show (location, camera, pop-ups, and more)

% Leo . .

WebRTC IP handlin |

g polley Default v

Learn more

O sync

Use Google services for push messaging

jo;

Search engine

Auto-redirect AMP pages
Prefer publisher page URLs, instead of AMP and similar versions, Learn more

8

E:} Extensions

Auto-redirect tracking URLs
= Autofill and

— passwords Enable support for bypassing top-level redirect tracking URLs. Learn more

8

¥y Languages Prevent sites from fingerprinting me based on my language preferences
Enabling this setting reduces how much web sites can learn about your language preferences
&, Downloads
Send 2 "Do Not Track" request with your browsing traffic

(@ Accessibility Sites use their discretion when responding to this request
8 System
« - -

Click on Security in the middle of the page



<o Cm

EE G Sign in - Google Ac...
@ Settings
£ Getstarted
@ Appearance
Content
Shields

Privacy and security

Web3

£ b > @

Leo

<

Sync

Search engine
Extensions

+— Autofill and
°= passwords
X Languages

,i, Downloads

®  Accessibility

D @ Brave brave://settings/security @

[ tmported [ others [] MyBookmarks @) QLM Self Help Sync Portal-Web @ Voice Mail Vonage @ localhost2390 & Zoho Support . Overview — Bitbuck... m YYour Pass

Q, Search settings

& Security @

Safe Browsing

@ Standard protection
Protects against sites, downloads, and extensions that are known to be dangerous.

Mo protection (not recommended)
Does not protect you against dangerous websites, downloads, and extensions.

Advanced

Use secure DNS
Make it harder for people with access to your internet traffic to see which sites you visit. Brave uses a
secure connection to look up a site’s IP address in the DNS (Domain Name System).

Manage Javascript optimization & security
Speeds up sites with Brave's V8 engine but makes Brave slightly less resistant to attacks. This setting is >
on.

anage certificates
Manage HTTPS/SSL certificates and settings

Then click on Manage certificates.



Cm [1 @ Brave bravey/certificate-manager @

gg G Signin-Google Ac. [ Imported [ others [ MyBookmarks @ QLM Self Help Sync Portal-Web @) Voice Mail Vonage @ localnost8390 & Zoho Support [ Overview — Bitbuck... O Your Passwords
Certificate
Manager

Local certificates Local certificates

Your certificates Local certificates that have been added by your operating system or your administrator.

Brave Root Store Windows

Use imported local certificates from your operating system o
56 certificates

View imported certificates from Windows bd

@nage imparted certificates from Windows

Custom

s Installed by you N
1 certificate

Then click on Manage imported certificates from Windows
Certificates *

Intended purpose: <Al = -

Intermediate Certification Authoriies  Trusted Root Certification Authorities  Trusted Publ 4 | *

Issued To Issued By Expiratio...  Friendly Name =
@AAA Certificate Ser... AAA Certificate Services  12/31/2028  Sectigo (AAA)
@Add’l’rust Extermal ... AddTrust External CA... 5/30/2020  Sectigo (AddTrust)
@Balﬁmnre CyberTru... Baltmore CyberTrust... 5122025  DigiCert Baltimor...
@Cerh..lm cA Certum CA 6112027  Certum

@Cethm Trusted Me... Certum Trusted Netw... 12312029 Certum Trusted ...
@Certum Trusted Me... Certum Trusted Metw..., 10/6/2046  Certum Trusted ...

|| Class 3 Public Prima... Class 3 Public Primary ...  8/1/2028 Verisign Class 3 ...
@COMDDD RSA Cert... COMODO RSA Certific... 1/18/2038 Sectigo (formerl...
@Copyright (c) 1987 ... Copyright (c) 1997 Mi... 12/30/1993 Microsoft Timest..,
Import... Export... Remove Advanced

Certificate intended purposes

View

Find the Trusted Root Certification Authorities tab

Click on the Import button.



% Certificate Import Wizard

Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to & certificate store,

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network.
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Mext.

Mext Cancel

Click Next

& LF Certificate Import Wizard

File to Import
Specfy the file you want to impaort.

File name:

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS 12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS %7 Certificates ((P7E)
Microsoft Serialized Certificate Stare ((S5T)

Mext Cancel

Click Browse



prtificate Manager b4

& Open *
4 > ThisPC » Local Disk (C:} » Tokenworks » 1DWedgePro » v O Search IDWedgePro pul
il Vor
Organize = Mew folder Bz H @
return_2024_moi ®  Mame Date madified Type Size 3
3 This PC 1DBarcodes 47372026 418 PM File folder
J 3D Objects Backup 10/30/2025 2:06 PM File folder
i i /32026 4: i
I Desktop BarcodeDriverslicense 443 6 4:18 PM File folder
) Config A3/2026 418 PM File folder d by y
|=| Decuments ) I )
CreditCards 47372026 4:18 PM File folder
+ Downloads Data 4/3/2026 4:09 PM File folder
b Music dll 4/3/2026 4:08 PM File folder
&= Pictures Ekc 4/3/2026 4:09 PM File folder
B Videos Logs 4/3/2026 4:18 PM File folder m you
i Local Disk (C:) . MagneticCards 4/3/2026 4:18 PM File falder = S
File narne: «| |Personal Information Exchange ~| fndow

X309 Certificate (*.cer™.crt)

Certificate Trust List (* st}

Certificate Revocation List (*.crl)

(]

[SEaneel i PKCS 27 Certificates (*.spc;*.pTh)

All Files (*%)

Perzonal Information Exchange {™.pf™,

Microsoft Serialized Certificate Store (*.sst)

in the import window, use the pull down box to select Personal Information Exchange (*pfx,*p12)

And then navigate to C:\Tokenworks\IDWedgePro



Open x
+ » ThisPC ¢ Local Disk (C:) » Tokenworks @ |DWedgePro w 0 Search IDWedgePro 2
Organize v Mew folder
return_2024_mo ™ Name Diate modified Type Size 2
i A2 LINTE A8 .
|_3 Thic PC MagneticCards 4/3/2026 418 PM File folder
. MagneticDriversLicense 4/3/2026 412 PM File folder
_J 3D Objects -
OCR 47372026 418 PM File folder
M Desktop Plugins 4/3/2026 418 PM File folder
=
5 Docurnents Resources 4/3/2026 418 PM File folder
; Downloads Scannedimages 6/22/2026 4:07 PM File folder
J’s Music ThalesDlls 41372026 4:09 PM File folder
[ Pictures Win7 47372026 408 PM File folder
. Win10 47372026 408 PM File folder
m Videos -
= - _ﬁ Server.pfx 3432026 1:30.PM Personal Informati... 3 KB &
‘e Local Disk (C:) 5
File name: ‘ Server.pfx w ‘ Personal Information Exchange ~ |
Select the file Server.pfx and click Open
>

€ &% Certificate Import Wizard

File to Import
Spedify the file you want to import.

Eile name:
C:\Tokenworks\IDWedgePro\Server.pfx | E Browse... i

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (.PTB)

Microsoft Serialized Certificate Store (L55T)

Mext Cancel

Click Next




€ 2 Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

| tesﬂ

Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ ]Mark this key as exportable, This will allow you to back up or transport your
keys at a later time,

Protect private key using virtualized-based security(Mon-exportable)

Indude all extended properties.

Mext Cancel

Enter the password: test
all lowercase and leave the import options at there default state

Enable strong private key protection
Include all extended properties

Then click Next



€ 2 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store!

Certificate store:
| Trusted Root Certification Authorities Browse...

Mext Cancel

Place the certificate into the Trusted Root Certification Authorities
and Click Next



€ 2 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.,

You have spedfied the following settings:

(0= ) o= | ey o = w8 Trusted Root Certification Authorities
Content PFX

File Mame C:\TokenworksIDWedgePro\Server. pfx

Finish Cancel

Your final screen should match what is shown here, click Finish



if you see this screen after you click finish

Windows Security *
This app needs to create a cryptographic key

The application will request your permission when it opens this

key. This helps prevent unauthorized use of the application and
data.

E Require a password with this key

B

i)
m

ate password

Confirm password

OK Cancel

uncheck the box that says Require a password with this key

Windows Security =
This app needs to create a cryptographic key

The application will request your permission when it opens this

key. This helps prevent unauthorized use of the application and
data.

E I:l Require a password with this key

oK Cancel

And then click OK
The certificate already has a key associated with it (test)




You are about to install a certificate from a certification
! authority (CA) claiming to represent:

IDWedgePro

Windows cannot validate that the certificate is actually from
‘IDWedgePro®. You shaould confirm its arigin by contacting
‘IDWedgePro®, The following number will assist you in this
process:

Thumbprint (shal): BEV3F3AY CBEACCSA AFOFF383 DIEB1EFT
CA25AE03

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

tes

Click Yes to this warning

Certificate Import Wizard *

o The import was successful,

You do not need to install any additional certificates.



Certificates

Intended purpose: <All=

Intermediate Certification Authorities

Trusted Root Certification Autharities

Trusted Publ ¥ | *

Issued To Issued By Expiratio...  Friendly Mame 2
@Gu Daddy Class 2 C... GoDaddy Class 2 Cer... 6/29/2034  Go Daddy Class ...
@Gu Daddy Root Cer... Go Daddy Root Certifi... 12/31/2037 Go Daddy Root ...
@GTE CyberTrust Glo... GTE CyberTrust Globa... 8/13/2018  DigiCert Global R...
@GTS RootR1 GTS RootR1 6212038 GTS RootR1
@Hutspot 2.0Trust... Hotspot2.0TrustRo... 12/8/2043  Hotspot 2.0 Trus...

4 IDWedgePro

IDWedgePro 1/20/2036  IDWedgePro WC...

@ISF‘.G Foot X1 ISRG Root X1 6,/4/2035 ISRG Root X1
[SIMicrosoft Authentic... Microsoft Authenticod...  12/31/1999  Microsoft Authe. ..
[ZIMicrosoft ECC Prod...  Microsoft ECC Produc...  2/27/2043  Microsoft ECCPr... W
Impart... Export... Remove Advanced
Certificate intended purposes
Client Authentication, Server Authentication
View

Server.pfx installs the certificate called IDWedgePro with an expiration date of 1/20/2036

Close the Certification manager window



& Home Page X 5y Settings - Security B Certificate Manager

4 C m [ | © Mot secure  idwedge.azurewebsites.net/DemolmageHttpS.aspx

SS & Signin - Google Ac.. [ Imported [ others [] MyBookmarks @ QLM Self Help Sync Portal-Web @ Voice Mail'

SN# 2801057546 Model Number M280
Serial Info Connected USB Info Connected
Software Version 2.4.7.0
Title
First MATTHEW Mid ANDREW Last O'CONNOR
Address 1335 HALLOCK DR
City ODENTON
State MD Zip 21113
Country
DOB 08241994 Exp 20210824
Hit Wit Sex M Hair
Eye Class C Restrict Endors
DobMMDD 0824 DobYear 1994
#ID 0256-589-067-660 Rank
C-Card First C-Card Last
Account Num g_;g;f
1D BarCode Issnance 160125
Date
Scanner SN 2801057546 Seanner g0
Model
E’;;f;‘;a;e 2.4.7.0
Serial Status  Connected USB Status Connected
| Clear Data ‘
‘ Request ‘
Image




Scanner
Status

Picture |

Face Picture

dunk a card into the M280 card reading slot and then place the ID on the glass window of the
M280 and press the green button on the m280,

you should see the entire card in one window and the facial image of the drivers license in the
second window on the test URL page..



	How to Import certificates into Chrome for IDWedgePro in WCF

